Setting up Authenticator for SAW

SAW has an Authenticator which can be setup during creation of a SAW account or on an existing
account. If you choose to not setup during account creation or would like to set up for an existing
account follow these directions.

Why Use Authenticator App? WA Tech shares the following:

“Authenticator apps generate codes on your device. They make it easy to verify your identity while also
keeping your and our information safe, private and secure. We recommend using Google
Authenticator, which can be found in your device’s app store, but any authenticator app will work.
Follow the instructions below to setup an authenticator app.”

Course lcons  You will see some symbols appear throughout this course. These icons are used to
indicate the following:

Icon Function
This will be covered in more detail later in the course.

!z@) FYI — Helpful information related to SAW Authenticator

Best Practice — This is a technique that through our
experience has been shown to be the most effective
and efficient.

Objectives Assist Users in setting up Authenticator for Secure Access Washington (SAW).

e Understand Authenticator process

e Complete download and set-up of Google Authenticator

e Successfully log-in using Multi-Factor Authentication (MFA)

e Provides access to WA CAP via SAW, removing multiple MFA steps

Logging into To Begin: Select: SecureAccess Washington
Account

Or Enter: https://secureaccess.wa.gov in browser

Login Page displays
1. Enter USERNAME

5. Enter PASSWORD [ sonwe J cervee | wsorr |

LOGIN
3. Select SUBMIT USERNAME | I

PASSWORD | |

SUBMIT
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https://secureaccess.wa.gov/myAccess/saw/select.do
https://secureaccess.wa.gov

Install
Authenticator

If the below window “Don’t lose access to your account window” does not display, go
to Page 7 for information on how to access the Authenticator from your SAW

Account.

Don’t lose access to your account window displays

Don't lose access to your account

Fview your picifil 10 add of wpdate & phone of smal 10 voed I05IR] BSOS 10 yOur BCCOWAT You CaA B0 add

a0 suthenticabor apois aton

Review My Profile

i i% The Tastest and most reliable wiry 10 receive Wulti-Facior Auheniicalion Codes

I Set Up Authenticator

Hiot Rught How

1. Select Set Up Authenticator

Authenticator Management window displays

Authenticator Management

Authenticator apps generate codes on your device. They make it easy to verify your identity while also keeping your and our
information safe, private, and secure. We recommend using Google Authenticator, which can be found in your device's app
store, but any authenticator app will work. Follow the instructions below to set up an authenticator app.

Install Google Authenticator

If you plan to use an authenticator app you already have, you can skip this step.

1. Go to your device's app store.
2. Search for Google Authenticator.
3. Download and install the app.

To install Google Authenticator search and installation process will appear differently
depending on your device and which App Store you use. Below is a sample.

1. Go to your device’s App Store
2. Search window displays

< [google authenticator]  Q

1. Enter Google Authenticator

Results will return

*

1. Select Install

Google Authenticator
Google LLC

Install
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Open
AEthenticator Launch Authenticator on your device. This will assist in setting up codes for
authentication on your device for your SAW Account.

8:58 . T - P - B:58 ol T - w58 4 -

OO - '
. : <« B
+* o x O
Simple setup using A unique code used to Cloud syncing

Stronger security with
Google Authenticator your camera signin Google

wra

ncdees o all your acoounts

1. Select Get started on desired option
Welcome to Google Authenticator displays

1. Select Sign in if wanting to use Google account

OR

1. Select Use Authenticator without an account if that is your desired option.

Add Google Authenticator codes displays

Looks like there aren't any Google Authenticator
codes here yet,

Sign in

1. Select Add a Code
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Set up your first account displays

&

Set up your first account

Use the QR code or setup key in your 2FA settings
by Google or third-party service). if you're having
trouble, go to g.cofZsy

[#] Scana QR code

Enter a setup key

1. Select Scan a QR Code

Return to your SAW Account Authentication Set-Up

Set Up Authenticator

1. Open the app and look for an option to add (+) or set up an account by scanning a barcode/QR code.
2. Point your camera at the QR code below.

2KDXR1 JENSY
I I

After scanning the QR code, your authenticator app will be linked to your SAW account. You can then use the app to get
security codes to access your SAW services.

I'm Done Scanning | Cancel And Go Back ‘
.| J

Open QR Code window in SAW Set up Authentication
Scan QR Code
3. Select I'm Done Scanning

)
@ If you are unable to reach QR Code the number below QR Code can be entered
manually.

)
@ QR codes are unique. Be sure to scan the code provided by SAW during the set-
up authenticator process. Do not use the picture above.

SAW Authenticator Set-up is complete and ready for use.
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Log into SAW Account that has been set up and has Authenticator set-up as well.

Access

Washington  Services Page displays

Caregiver

Application Click here to add another contact methed to your account 1o evoid losing access to your services.
Portal

Welcome to Secure Access Washington! To start using services from agencies around Washington, choose one from your Bist
below or click the 'Add A New Service' button. To see open job postings for the SAW Team, go to our jobs page.

‘Wachingion Caregiver Application Portal previded by Department of Chisdren, Youtk 2nd Families Access Now

Hashington Caregivar Agaicalion Porial

tthe help des Remove from my list

1. Select Access Now

Multi-Factor Authentication (MFA) displays
) )
Choose Method ©) & &) ®

Choose Method Enter Code Remember Device  Access Service

Multi-Factor Authentication
1. Select Enter
Verification Code from (M FA)
Google Authenticator

This service requires additional verification beyond username and password to prevent
fraud and identity theft. You will need to enter a verification code.

App
Choose Method
How would you like to receive your verification code?
@ = Ente ificati de from G le Authenticator A
Other methods of E Gpen your autheniicator app to cispiay a code. Enter that code on the
. pe . o . xl
verification will still work rextsereen
but are not as secure.

**uth@binti.com

M Receive the code in an email and enter it on the next screen

Open Google Authenticator and Select on desired application code

Googhe

038 797 :

WA CAP SAW ACCOUNT

|52<5 968 | -

@ Authenticator codes reset every 10 seconds.
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MFA Authentication window opens

@ ® ® ®

Choose Method Enter Code Remember Device  Access Service

Multi-Factor Authentication
(MFA)

Enter Code

Please enter the code displayed by your authenticator app.

B
Choose another method
1. Enter Code
2. Select Submit
Remember Device window displays
@ ® ® ®
1. Select Submit Choose Method Enter Code Remember Device ~ ACCess Service

Or Multi-Factor Authentication (MFA)

2. Select Yes checkbox to have

. icae?
device remembered Remember Device?
H H Choose to remember this device to reduce how often you are required to enter a
3. Enter Device Name if vertastion core.
desired If the device you are using is shared or public, we recommend you do not remember this
device.

O Yes, remember my device

'
[@]ves, remember my device

Name: | (Numbers and letters only)

If using your personal device,

best practice is to select Yes, remember
my device

NOW ACCESSING window displays

1. Select Continue

You are now accessing Famlink provided by Department of Children, Youth
and Families. If you require assistance, the Famlink help desk can be
reached at deyf.servicedesk@dcyf.wa.gov or 360-725-4357.

CONTINUE

Selected Service displays
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If you have already set up a SAW Account and a Service, but the prompt to set up

WELC6ME -

to your login for Washington state.

iitttl':r;itlij;tor Authenticator does not display.
when not Login into your SAW Account
prompted at

sign-in

1. Enter USERNAME
2. Enter PASSWORD

3. Select SUBMIT

Washington

Good morning!

What can we help you access today?

ACCOUNT GET HELP LOGOUT

1. Select Account

Usemname

First And Last Name

B D D 3 B

Expafiol

Manage Your Profile
Required Information

ACCOUNT *

—
[

xJ

atoess ba your ssoourl.

Additional Contact Information For Security

Provide sdditional contac! informalion 10 receive sacurily codes and reduce Me chance of loging

&4d Another Email

1. Select Profile

2. Select Set Up Authenticator

Return to instructions starting on Page 2 — Install Authenticator
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